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[1] “GGE on Lethal Autonomous Weapons Systems,” Digital Watch, July 14, 2023, https://
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[2] United Nations Office for Disarmament Affairs, “Convention on Certain Conventional
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[1] “IGF 2022 Best Practice Forum on Cybersecurity Output Document,” IGF 2022 Best Practice
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103



CEIBRIAIEIFZE) 2023 44 6 #i

BRR e fE i “Her AR R A ” 45 2 Il , BER T I 5 o i [H bRk,
AAE () FNBORIE F M E 19 355 12015 4E GOE JEiRAR & i r i 11
TR FAT AT, FTEETIRE T ABUIRYE, JFLE 2021 4F
GGE 5 h kAT T 4tk . 2021 4F OEWG JLiRIR 5, Aok “fie @i ” #orth
SRR T R

DU D 28 37 M6 R AR BTG . 7 OEWG iR I FE b, % AR B 15 B X B R
Xof 4 28 22 A PRI Bk ik B B B/ 7 3 2021 SRR I BORSCEH SR & I8t 1 KN
TR ReACH I B SR A AR 2L R i v i N L R bR yE . i
HTOEARTE ZE S AU 5| 2 1) XU B 52 FL A - COW-GGE 12 A ia il 17 5 i 3L iRl 25,
P HE T R0 R N T B 7E 22 3 5 By s e 55 7 TH 3R, 2019 4F, CCW
ZE )7 2R COW-GGE )45, i T 11 W8 SHN, N T8 RS M 44 57
SR ARAE T AT S A 7 T AR, P A COV AN EH IR S
HERRZ T CPEXTHVEN TR RREFN IS SO, J& COF T i
FeF N TR e Avh B K SIS .

(Z) BRIRME=EHRFNTREEMT SN

WA L 0 28 % ] ¥ BRI A B T 2 A 9 2 25 (I A BB ALK a3
OF fif W 45 23 18] 2 Ax TR 8, B AN IR 22 ) HH B B A il 33k . ™ i GGE
OEWG S5 I 6] Do 2% 22 A MLk, ff RO B 1) ) i A FE AL AL BB, BR L
) 1 RE XL (8] R 28 b5, ik 1 R [MEAEFE i, BEAC T KE
W 2% 25 () e 4 BURE o B, 2013 4EAY GGE R4k, 7 1 BE4 [ X 2% 45 1Al L3S

(1] BEEEKS: (BrnHRMEEFARLD) , UNGA Res 68/167, 2013 4E 12 A 18 H, https://
documents-dds-ny.un.org/doc/UNDOC/GEN/N13/449/46/PDF/N1344946.pdf?OpenElement.

[2]  FrEBEMRBAL) G472 (Bratt B 2l R G OUBRT MR 1] FUEUR
LRAHANFE S IENDY , 2019 4 12 A 13 H, https://documents-dds-ny.un.org/doc/UNDOC/
GEN/G19/343/63/PDF/G1934363.pdf?OpenElement

(3] b ¥ VOB ARTE N TR e 2 o I il R AR L) TP I BUF I, 2021 4E 12 H 14 H,
http://www.gov.cn/xinwen/2021-12/14/content_5660614.htm.,

(4] fREr e OIS E PG P4 R BRI S M) . CPEER 2 4)
2021 FEFE 9, BT .

104



BRI 20T

PRI EEAKESE, HES) T RMME R RNEM . [FFE, \EELRES F, B
EL B N 5 258 T — RIS AMAE W 48 2 V@SS AT RS M P i, ¥ S Sr T
TR R MR eI 5, 12015 4E R 6 A AR 7 — R AT 2 (i35, 4
FEXCD IR A [EIA R 2015 4F GGE s, @ EmA L RNH, FEHEZHIT
[ Bl £ 0 4% 243 I [ 5 AT e 2%,

T ] X 245 2 4 VR B R R PR 17 X 4 2% [B) EIBURF IR AS 1) B T RS R
FoRe. &L hill, 2847 B WorBligds (n I6F)
FZABURFIA) R FIHLH) (U GGE OEWG 25 ) 7EAN[R] J2 7k b 7 of 19X 2% 22 4 13,
X BB [ X 45 22 A ML AR B gt R 7R @SBRI I, RO BT sh T % EAE
W 2% 22 () UM A s L SR ARAT AR I 5T ARAT A T BRVE L I 2% 7% [B) 5
FAEUER FACT I, B SRR, AT PR % [ 7E X 4 22 4 BIME
BANKTFR, B 2 SRR A AR s 0 St P 2% 2 4 [ By . i, 7 2023 4F 3
HZATHISE ) OEWG (2021—2025) ZBPUIR SRS E, 5% B e (L
e T XU ST N T R I X 4 T L o ] o 2 4 P 2 T S LU HEAT T 14T
WS, R T Z U BN R O U R B

=, HABELABALANLR2ELP AHEGRE AL

HI T A i JEE B BRI R 2 VRSR AN R, 2% BRI 1B 15 [ £ 19 2% 22 4 i B e
) Ff E R AN [RIART, T2 AN [R] B9 B 2 R T o (L JE 8 2 R B 508 2 R J Hh BT 5K
ARSI 5 B P28 M as . 4R P28 S TR A 8 B AT & [

[1] The White House, “FACT SHEET: U.S.-Russian Cooperation on Information and Communications
Technology Security,” June 17, 2013, https://www.whitehouse.gov/the-press-office/2013/06/17/fact-sheet-us-
russian-cooperationinformation-and-communications-technol.

(2] (VU R e vh S 50 T I 4 23 () 3R R S RIS L) . R EMAER, 2015 4 9
H 28 H, http://www.cac.gov.cn/2015-09/28/c_1116702255.htm

(3] #E%: (BAEESGMZZe. SO, mTRERERATHEME) , b EkEE
Mozt (BEEHE 70 4 gotSPkak) , tEAREIRHARE 2015 SERR, 58 387 TL.

105



CEIBRIAIEIFZE) 2023 44 6 #i

(=) ARLEEREE ERREEEELIKME R ERIERHER

KPR, U RIEERELRGEA R PO T O, 2FHE,
MR E KA ThgmAL, SR, EENE N —5&7E T EERAR
JFAE E bRk R AR A A, L E PRA LN B “ Rk A0 “]
SRR, B 2 5 07 N 3R 2 040 R BRI N B AR SRR AR L
RAFAEREN, RN PRI A AR, AR ¢ DO A ()
BREKFY, SERRA R TP E R e RRia HEA R

52 [ [ 2 2% 1] G s fey B | By Sy b7 A AR R, TR LA E S, Fl)
e AR W2 B RE B AR . A2 2022 A (B g « 78
L 55 e T X 28 25 (R AU IR SR, 182 2023 AR RAT (48 22 AR )
5 [l 4 2% 5 1 2R A A 22 7E L I 24 25 A ms vh K BB, B TR e G AR R
(AT, P2022 4E 4 H , FEB A 60 24N E KB I RATC B R KT F ),
W X 2 23 (AR oK T 5 G () s e, 48 5 28 S (AR 2 AL, PR 2% 2
(XSt 58 2 X A AR KA L R AR 0 A S R R = FEE1G)

P8 77 R IE H FAF R EAE BRI 24 73 (B BE 7 R BRS R 25 %, A B PRRER G
EI7E W 2 2 e B E R, R Bt B R E bRttt “#aR” “BHE
R TR MAERHERS E, eflREU 2R aSMocT hFES, BRI
77 5 BB A g EAARFR NS B, DR R M2 aia i E T 5
HEERT. P2011 4E1 “IE3GHTE” . 2018 4EH (MK AMSIE S 24 E
BABUY « “CEE R SSTARAT AR H AL S, R T T B SO B A

(1] e CAHUNRL f 7 56 B oA [ PRk P R s i ), (IR 3F S BUA) 2013
A 12 4], 5 81-97 .

[2] The White House, “The United States’ National Security Strategy,” October 2022, p.34,
https://www.state.gov/bureaus-offices/deputy-secretary-of-state/bureau-of-cyberspace-and-digital-
policy/; The White House, “National Cybersecurity Strategy,” March 2023, https://www.whitehouse.
gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf.

(3] Zffr: (SR RILE 23 0 £ SARE ), CHUREBRRR) 2020 4E55 9 1],
%5 5-6 71,

106



BRI 20T

Ay Il R R AMELRE I 46 22 4 A BRVA BB BURIAUN £ AL Bk R B, ™ b
A Ja AT CERTHY . EESERESESE. NLERE. Bisid
A& % 22 2 W08 @ Srig 2], RG0SR R K R R
2 R aR R T R 2 T LI AT 74 5 [ S A B 22 B U B Wt 7. A
WA 2 2 8] [H By BEALEI A B S M, TR R EZR BB, LMK R IAT
e,

() HATIMERPEREKKSEELHKMNEZRERBHLIFZX
FE1ER

BENGBTEZE LR, B i AU e rp B SRR AR RS, BORY Keq I
ERRIAE A R HIEEBOIACR M, 4i UG EOvZ O R B ik &, el
HAERABRIGH . XTI 2% 58 ) 5 TE AL T 55 55 B 37 % [ 0K Je v [ 52
MmaE, KaEZREENRDSERRM% Zein N & ERE, A%
T ARG AR E R .

7, rp S X T R KA R SR T R B ER R 4 2 4
2021 T kA (FE 2 Ang)  oRi EAERR S EAEL N ) E — A ER
AY), HIRER. EEMERAF KA ERTE. P2022 FPERA (35T
P2 2 Rl dris 3L FAR) RS, Bk e BRI AL, e 2% a3 [A] A1
wha RE, BTG AT Ak AR E T KA, RN,
27725, SCRPRRE EAE 273 () A 3R b R4 R IREAE A, M

(1] z&EmE: (2011 4 “WRRRE” 5% 2 BFERRKERY ,  GEFPR)
2013 4F55 4 1), 58 57 Ui,

[2] “G7 Digital and Technology-Ministerial Declaration,” April 28, 2021, https://www.gov.uk/
government/publications/g7-digital-and-technology-ministerial-declaration.

(3] BE~F (RZ 2 0] [ bRk 7 (MR LD » CEBRBUAFRIEY 2018 4258 11, 2 44 T,

(4] kA CBUTE E BRI 5 S RH0NA P rEH: DB EAED (EBRIED)
2022 55 4 1, #5129 L.

(6] Tl CHEHORThRIE K 2 A iRug PEAT) o (R TR R rh AT 7E ) 2022 4255 1 341,
39 L.

107



CEIBRIAIEIFZE) 2023 44 6 #i

G S R Pt e U N

W B o R I X 785y 2 5 sk 4 2 e ig BRI T IR B & .
MT RS EHE F, BEE M2 2B R e 7 W HIE K 2 5214
ez REZ 5 A . GGE /i o1 B s AR — i (1 15 AN G 30 28 75 i 25 4,
i OBWG U] [ Bk A 1] 4k 2 R BRI X 1 Adb T A BRI 4% 22 4 i BRI AR
FEHERNE, BEERERFENNSEZERES 5TV E, Bl EKN®
WA EE BRI 2 VR B PE R, ST 210 3 ORI, e HT .
P55 T I TSI PR D 2% 22 A RIS S5 RN, AR & Joe v 6] 2 e 4% 408 ) % 7 [
B g/ AL e, ST R IR IR R RS .

(=) TRIKFAARKEEEME L EREBFHEE M SRS

A [ BAT I A v ML 34 B8 R A BRI 45 2 AR B S e M. B
ARAYENF R FEaRR, A LUE LT T30 e TRt
FBURR G R A T ARt SAMERI . A BRI L 22 AR B R TR 2 —
Mg EE. REMEMQEMEMEIE TG EABASEME. Btk REME
MIEBRA, BeE BRI LI TG . B [ 7E A BRI 4% 2 42 1A A (145
S, WRETHAURMEAM AR, AT RS EREEN . A EN
S EBUF. HALEPRAZUREAEBURF A LI585 5 5 SRR 4 22 A Ve B4R AL 1 5
BNV G o B B 2% 22 4 A B FRTE (2 ) 45 2% 8] [ bR B A« A0 0 05
P& T I B ik v 75 T R 55 H A B LA DU PR R o DR E I %28
R L GGE OEWG S5 BUM A L8 W0 BESF &, A Bh T FRAK E 50&E H B bRk
FIERE. RS MERF G, i, BER R BRI R AR S, (A

(1] HEESBEHEAAE: (HTFHEMETEadtmRE) , HEBUFR, 2022411 H,
https://www.gov.cn/zhengce/2022-11/07/content_5725117.htm.,

(2] B (BRGE NAE2ERIA B AR OE ] —— LA B AL 70 FAE) » (M
FERIE) 2015 4£58 3 ], 5 78 UL,

(3] xZEH: (A E “XphH]” F 2% ) E R TN E RS ) . (T ES)
2021 4E55 2 409, 58 102 UL,

108



BRI 20T

RSB B0 [ BT P 2 LI, RS RS A E R S B e AR T .

SR 5 R PR A A EL il Dy 4 B X 245 22 4 v PR R R RV 1) E B AME 32
KB [ X 2% 22 2 R SO 3 IX 22 A WU A EL A L B AL R 2 5 BRI 4% 2 4
B BRI IERTE . BEE R TN TTU, BRG FE BOR S H 2 45 4 GOE 45
AL A 3RS A e AT R E M S 2 S N EE S %, £ (R
BECT ML AN L BERE GOE LRI #SL I (AT RLYE) HE
ZRa N FL R R, SRR A B N 48 2 A O R L @ S AT 1 it
IAH OGS S BRAR I 2% 22 (B & 2R P R K P REVE SRR B B8, AREABAE (R
P28 2z A AR R ) (2021—2025) il 1 AHSGHE It , JHES b X 5 St <47
AHFEY o

Z. B4 HALAMS s RAER

AT bR R ER AR ZN R A, R EAEBE N %=
(AI R 7 A BB P (1 S LA R 7 AN [R) R SR B AT R SR U T L il A
FUHME R AT H a2, 38 ) 5 AR 2% 22 i BN 1 AL ol
T AN EEPRT .

(=) FRIKAXMMEZERFHIAFERCE

P75 B 2Ny, BUAE % A R R B b 3 SCE bRk iy T 174, 8%
3 B SRR VR AN 1 Bk 2 22l “AEH B E X" KR, HlgS T A
A SO R B . 7 70 [ SRR W 4 s TR T B B ) “ARSFIR Y o BT

(1] ZHEME: (NEEEATHEEFKITAMNE: Gk, BmMRxT) , CHREF)
2019 “E55 1 #1, 58 60-69 7.

[2] H. E. Noor Qamar Sulaiman, “Statement on Behalf of ASEAN at the First Substantive
Session of the OEWG (2021-2025),” December 13, 2021, https://documents.unoda.org/wp-content/
uploads/2021/12/ASEAN-Statement-OEWG-First-Substantive-131221.pdf.

[3] Constance Duncombe and Tim Dunne, “After Liberal World Order,” International Affairs,
Vol.94, No.1, 2018, p.25; André Barrinha and Thomas Renard, “Power and Diplomacy in the Post-
liberal Cyberspace,” International Affairs,Vol.96, No.3, 2020, pp.755-756.

109



CEBRRERFZE) 2023 455 6 ]

TR Brydid F T X4 2 8], DAEIAE 7 7 [ 5ok 5 AR DGR Dy 32 B,
SN E R 26 4% ) A 9 B 4 2, EakAE RS A sl M i KEET
BB AR MBI T G, B g 5 W% = a2, 18
SR 28 2% [R] I A AT B0 B, 4R350 3 0% 17 3 R A Je v L 5 11 s 1 35

N T I RN F v [ K - SR S0 I 2 ) TR ik, DA BT PRIV 42
iR . P B RGN, HBAMERL G . B UL R R IS
AR TR 2 1 A TR MR R E K. BT, MAEKES
FEIFE 28 1 il s AR 1 B PRk 20, i3 2 23 B B AL, IS5 B iish, W
FEFE AT S FFBEA R4 2 AR E .

P9 o XoF K] 4% 23 ) A AR AR 14 A 80 22 53 7E GGE Al OEWG 5 MLl v — P-4
Lok, 4 4% 2 e FEE AR 22108, HEEWAH. #1, /N GGE
RP=A T gy 3l 4, Hod 2004 420 2017 4 (1) GGE #45 B PH & [ 75 AL
5B AR5 T80 5 T R o3 BTG R T 44

(Z) FRIERAZERSIE TS ME

BRI 245 2 4 v FE AR 1) ) JEE 5 e S I T A [ ] SRR ] SR 1A Sk ) 4 % ]
GRS 25 (1 4 L5 o VG 5 BRARIDE A 1 75 9 26 23 (R R I T B AR R LT 5
A [ 0 2% 22 A AL S0 g 1403 XU 1) OEWG [ BE AL, B [T I 4%
L AR AL IR B IR T AR R 32 SRR A [F) B 5 ] 5K 4 3R (6 R
2017 4F T 2% B JEE A 1 B vk 136 FH 1) RIA 3R, GGE ¥ R [l I K42 A8 4
Ho EMERT, BEEHNTHAME 22 PATEHER. 2018 4, HHEH

[1] Henry Farrell and Abraham L. Newman, “The Janus Face of the Liberal International
Information Order: When Global Institutions Are Self-Undermining,” International Organization,
Vol.75, No.2, 2021, pp.333-358.

[2] Michael Cox,“Power Shifts, Economic Change and the Decline of the West?,” International
Relations, Vol.26, No.4, 2012, pp.369-381.

[3] Mark P. Lagon and Theresa Lou, “The Dragon in Turtle Bay: The Impact of China’s Rise
in the UN on the United States and Global Governance,” World Affairs,Vol.181, No.3, 2018, pp.239-
255; Andrey Krutskikh and Veronika FilatKina, “New Horizons of Russian Cyber Diplomacy,”
International Affairs, Vol.67, 2021, pp.72-82.

110



BRI 20T

FEBRIEH T “EHr 2T 5 TEESBEMERE" HERRGEY, %7
T OEWG. ™ 338 2675 B 5 5ot K OEWG 343 T “ eIt A - # F
FF RIS AT RetE” DASON BT A B XI5 GGE A g #,  adkifi mJ
RETEIEA [ 2 7 ) 2 22 A Y B B L

Sk FR, E£ENT 5 REIH ORWG 324+, BRI “E PR 4
TR0 AR IR 2 E] S STAT I AT O AR SR, JRIRAR T, AN e
GGE. ™ B /NJi GGE (44 FR MR 15 BATHUE 4R R 7 A8 “ et
AR TUEEFAT N, RSB B R EAERA B L W4 )
FFATE ZAT N7 TEHELE, 17 A A2 ST ] I 286 22 4 AL Bl 1R A
P e A A, ™ ARV AR, R T AR I A [ 4% 4% i i 2
HRAE P B SR R R OEWG ALK . FEBX K 2020 4F 98 8 57 3 — J
OEWG ML A PR BT B, PU 7 B R E R AR PR /), W R — kil
AT s e, " Ty SR AL AT GGE B SO OEWG (LI, JE H (KK
T2 I 55 B A R A X 2% 22 AR PR AR A o VE T, 917 L 1 R 5% ) 4% 22 4=
JARLI (e 7752 B R o

9T T I AN R B R B K 7KK OBWG 1AM 48 22 iR B — T &, 1fi i
77 [ X s OEWG 1 %t GGE ARVE AL (LA . BESE OEWG RS A B K ME—
AL N 28 22 A YR FINL,  ELAE A [ 1 ar o — AL ) Ak 2 ) 246 22 4[] A
[ 3545 B BOR BR 22 [ 5K SCRF, 18 O B R S IR R R A8 RS AT AN A 2 AL

[1] United Nations General Assembly, “Developments in the Field of Information and
Telecommunications in the Context of International Security,” A/RES/73/27(2018), December 11,
2018, https://digitallibrary.un.org/record/1655670.

[2] United Nations General Assembly, “Advancing Responsible State Behavior in Cyberspace
in the Context of International Security,” A/RES/73/266(2019), January 2, 2019, https://digitallibrary.
un.org/record/1658328.

(3] WENUHR. HAREE: (ORI W0 2% 22 A FUN BERR (g gt e Je AR 5 TRD) . (E 4
LR EIT) 2020 AR5 4 11, 5F 41 T

[4] Andrey Krutskikh and Veronika FilatKina, “New Horizons of Russian Cyber Diplomacy,”
International Affairs, Vol.67, 2021, p.75.

111



CEBRRERFZE) 2023 455 6 ]

PR R, BAERXT OEWG /E NELG B M 4% 2 i B W & . 2020 4F 10 H,
7 OEWG A Bl 7 [Pk, BRSEHEH (fEdk 2% 2 8] 47 AT B AT ) 40400

(Po) $2Z, O e X FRA B W2 f i, LUK GGE Fi
OEWG, %f3EFE AT NS INIFK, L5 OEWG 354+, " Ti7E 2021 4 3 H OEWG
=R UOHE, BISE CE INARE T R A, RO IR
TE AR B W 26 22 AR FINLHI & Ao 78 7 B SRAE U TR B3Rk OEWG #24%
{EHAZE N 5 51N PoA L. 2022 4 11 H , A& H k& B O, BRORAT I8 veild,
FEHAE OEWG I AUEIA T 2025 F 25 5 K PoA AN K AME. BANE. 173)
S ALE.

B A ] PR S 1) TR 4% 22 4= 1) FEE 5 4 A\ OEWG 1 PoA %A P 25 A3 il S AN TR
AL B, A E AN A2 PoA (MR BGE L OEWG 45, PR 1 & E 7L 42k
WX 2% 2 A VA PR R T RE S 1] . PRI PoA Ry T IR S “ 2% 2% 1] [H 52 171 5
ATRATR” MVEHESS, — L i 2% 22 A UOBUCE AN o X5 br B HERR T
— BB N T 37 N T ] SR A H IR Dy DX 8% (D ) S BT A 20 IR 7 1) 1R B R
JE AT RETE . S35, OEWG X 2 AR sE Y R AE “Re /1™ — & higs,
1M 4k 7 GGE f¥) PoA MYEHELL H 28 FLok L1 1IRIR T 4% AR, W REATE 77 Bl K
R R R E st A B $RARIE Y. X T FATI7E OEWG 1R H)
Zkal, 2025 4F OEWG FZ AL S o5 A B kg S o 1. 1

(=) TEIERATZREAMMEE ML B)E B AR HITI
D 286 2 [A) R R R 1 B BB 9 A A LA R 2% AN [ ) R 2 2% B, B0q8

(1] E&F: (B TR E S5M e 2 e EEREAERD) » (ErZapiit) 2022
FEEE 5 1, B 145 T,

[2] United Nations General Assembly, “Programme of Action to Advance Responsible State
Behavior in the Use of Information and Communications Technologies in the Context of International
Security,” A/C.1/77/L.73(2022), October 13, 2022, https:/digitallibrary.un.org/record/3991743.

[3] Andrijana Gavrilovi¢, et al., “What’s New with Cybersecurity Negotiations? OEWG 2021-
2025 Fourth Substantive Session,” Diplo Foundation, April 6, 2023, https://www.diplomacy.edu/blog/

whats-new-with-cybersecurity-negotiations-oewg-2021-2025-fourth-substantive-session/.

112



BRI 20T

DK ] 4] 2% 22 e v BRI A ™ B (O RV R . AR E b, RO B 5GEE b
EEEH] AbL S HA PR IR A S AT & B B i 1 R 4 2 T v, B e =
[ FrAEVE M 7, 2B CBRG ESE T ) S5 S8R P ] P RV AE R 45 2 1] (14
fERERL, CADLE 57 W& AR Az, Y F i R R R E A
W 2 23 ] e — AN B AU, NAE R EAEZE T e B i B e, AR
RHLERERER “EETE . 48/ f A8 e A KRR ZPIAA
(7 FETAL s A K ] X 2% 2 e E R 7 A R i R AR A SR A

IR SEVETE RS I & T R A ] TR E BRI R UL (B
EZER) (RARTEE) LA R, 78 52 [ Prid i P AR A AL,
1T IO 2% RIS 1) G 125 AN T 0] 56 R R o G 7 [ 5 g A e o [ R T 4 2 o T
P i RLFR) 28— AN b R R AE TR SO, & E g 2 e E e i B AL
BB T BRG] i S Py [ SR A T X 4 A T AR
FPRE AL, PRI IR 2 s ) o fid a1 2K B AR MLl TR . 56 A 2015
FERATTE (BTN AHOFRIF (S E B0 T 3 KRR T
W2 28] B AL, fo VR L s2 B W 2% o i AR 7 20 CRFE & atas) 1F
RN, 12016 4F, CESER LA (420 F AT o KR4 etk
AR FEOR, PLGE (BREEZER) 2 51 20k B DRI, Nt
R NAT R FRAEE IR, R ER - EERS BSR4
PR A h IR R AE X 2% 28 B9 K E BRI VE M. SR, B % i i A e o
V] ¢ A 41 0 4% 2 [ [ X A, ANRAE R R R 2% = [ ) B AU A 2% A1

(1] VLR (Rkpgg = fisafe e RS LR, (EFR2FF5B0R) 2022 4
2 W, B8 142 T,

(2] Efp: (BEEE XS] NI AN G EHSSY , (hEESZ4)
2020 E55 111, 25 43 1L,

[3] The United States Department of Defense, “Office of General Counsel Department of
Defense, Department of Defence Law of War Manual,” June 2016, http://www.defense.gov/Portals/1/
Documents/pubs/Law-of-War-Manual-June2015.pdf.

[4] The Ministry of Foreign Affairs of Japan, “G7 Principles and Actions on Cyber,” http://
www.mofa.go.jp/files/000160279.pdf.

113



CEIBRIAIEIFZE) 2023 44 6 #i

S P 2 B ZE A o A BT\ g AN X 2% e R A B R .
BN Z I AN R IR ey, PRI AE IR B0 A RATAE B AL

55 AN R U AT AR ST A X 2% 7 TR H o HARSRINAE [ bR A8 2
MG TR, BEM. Xt AR E A0 E A, XL
AU T PR 3EiR e B RS R AT (CEEMPD) &, K E P NiE L5 2iE H
T, BB A S R AL R R SRR [ B A
& HIT Mg A, WO — BLE B NGB E 3hid T M2 8], R {0 2% 4 1]
TEHAUFILEATAT SR YT v G54k . 2021 4F GGE #5753 — ol /@ FAT5 58 &b
TR A ERES, $RHH EPR NEEIGE A TR R B, FEE— D
K S J5E ) 4T DA R AT IE o 7E 2023 4 OEWG iR A, [ bR A8 V78 W 4%
2 (A i PR E 5 8 A, B SCER BRI A T BT IR AE

B = AN IR R AR H B (0 R 28 S0 R [ P AEVE A e B . 9 5 [ S SR
S CREEITHMAIRREAL” ARG e i, B 2001 4%
BRI CATIE I B TE A 2T BUERE SRR IL “BPRfe” , A 2
EFEB G (MEIRIRFRBEZ AU TR (ER) ) —EH s
IR (2RI o SR, — L3 T 3 A A i o ] SR I P [ B RV
PARZXS P Z B AR KT AR 1 . 2019 SRR B E R Bl “ B T dr g R IR A 2407
HIRA G, PUT7 B KB BCA A g . BRERAE 2020 SERAT R (RRIHE 7+
R A ) TPIRER, AT EARTETR A E R I R g U SRR,
DR A BB A [ 2 T A VU TT 2™ 40 s, BELRS A R0 P 48 0 R I s A 1
WA 28 S0 AR RV 1 b 58 T 08 7 [ 5 P A S TR AR EARLER 7 5 NBUER 1 i
W& 7 HAFAEARAS Gy e, BAR RIS R i ah . "lVAT . eribda 55

(17 E9UAE OF EBREE T PSSR T ), (IUREBRKR) 2015 455 5 4,
5 59-60 TT.

[2] The European Commission and the High Representative of the Union for Foreign Affairs
and Security Policy, Joint Communication: The EU’s Cybersecurity Strategy for the Digital Decade,
December 16, 2020.

114



BRI 20T

J7T, XA 2023 4F OBCE & Tk &l RIS A&,

TR ATV SR X 25 2 A Y o XA IR ) S T 2 ] R I 245 22 4 KLY AT AR
PEM 3 FEGES . BIRTE T B XA R EAERE A ) 8 A 2008 77 (1) X 26 22 44
0, (HERE A IR R, e 2, e BRI 4 2 ARG
FIRERERL, W2 SIXEHE R SEEAL . P97 E OB 2 HE ., H 5.
Hoix s BB RTE . pin, EEAREEILL. TIRPEE. /K€
Ao SEAREHES (TT0) ¥R E £ F 1 KRR EE R, H & P2 3=
S BIFRIRH, BA B M2 G B VE 0 i B TR, RN E K
S AR S R 2 )RR f) E SOR B AT BB g IE k. KR T
FIFEAERR G EH S 5 W2 2 MR A S fE. 2019 4F 9 H, SEE&H
WRAEBREERR T TS = A st E AT MG H D) , JF
S FITAR X3 S PR 4 5 I TS M [ R “ SR ARE 57 TR ITF . AR, %
T3 37 F0 R J v | 5 R R U RS AN 2 A Tm MR 1), G B U3 U DR AS R o VF
YT X Ay, 2021 4 OEWG 1 25 A1 GGE % 15 451 96 1 18 44 X 2% Ty o S s 75
UESE, BERTIETEIA A

. HHHBLE LM EGEDERLTLHERKMEA
X BRI 4 2 AR B P, TR L5 IO A [ 0 2 4 38

[1] “Countries Clash over Cybercrime Negotiations at the UN,” April 24, 2023, https://dig.
watch/updates/countries-clash-over-cybercrime-negotiations-at-the-un.

[2] Jiirg Lauber and Lukas Eberli, “From Confrontation to Consensus: Taking Stock of the
OEWG Process,” The Global Commission on the Stability of Cyberspace(GCSC) and The Hague
Centre for Strategic Studies, September 2021, p.34, https://hcss.nl/report/from-confrontation-to-
consensus-taking-stock-of-the-oewg-process/.

[3] James Lewis, “Private Actors’ Roles in International Cybersecurity Agreements — Unlearned
Lessons,” The Cyber Defense Review, Vol.7, No.1, 2022, pp.33-40.

(4] CRTAER 2% 23 ALt 51 SR AR AT MRS 75 ) 5 58 [ B A o B A 4 < U D
2019 £ 9 A 26 H, https:/china.usembassy-china.org.cn/zh/joint-statement-on-advancing-responsible-
state-behavior-in-cyberspace-zh/

115



CEIBRIAIEIFZE) 2023 44 6 #i

R ATE BBt B AR 5, AR E RN R RS .

(=) BRATEEMZBEN, #FRKEEENERERERRZ LML

HEZ BRI 28 2 2R 3, BT CE BRI AL I 4E 4 . KIE AE
YA E A O AL, R RFFEIE 200 3 X, STBCA [ 7R M 45 2 4 ih
R Th e A (Al S . IEQ1 GGE. OEWG. PoA 2564 [ X 4% 22 4= 16 T
BURIBT R, KAL) 06 RBNAS — 8 FEFE b v e 45 B A [ ) 4 22 4 1) 22
M CPafE KRR, EERI TS 588585 , e
o IR 5% 2 (RS R E . (A I RIR AR 5 Pl 35 2% IV A 5

T KRB EFE BRI 48 2 A G B R i e, 5 24 % [ 49 LUK
B E D E B R o 2, 35 A 0 4 2 AL A D O T 2 1 40
DOy MR N2 SN ST RE TR, RATINGS 22 A R, K (W v SR B gk
Flai BT Mg mfe Mgtz b, EMgsRmeg i)
TITHISAT “ a7 fRmG, AE AR R GRS J7 AR B & 3231
FE B AL o s D9 5 2 TR) RV, HESR G T 32 R O BURF IR R AR K, U SS IC
IR P 24 22 A TR BRI AT 200 . 1 B £ B R R DA A A A% 0T B 1R AT BRI
e VR PR R, B ENFRL R LIRS, QSR R
EEE E IAUB S VER, AR 22 AR TR R 35 B I A IES 3G 3
177 1) S A e 3

(Z) MREKEEMEZLERNGIER, RARKRSEMNSIEN

BENLIF LS BBV BB TR D 4% 22 A WML . OEWG2023 4 [J4F
JEREJER S (TIPS TS T ARRM 4 2 2% whLH I E R iEX
Aoy HIRE E FHFFR R PUIE I WL, A RS R A,
BT 24 fasE . Reig. FSPRI] B4R (S @ AR, LL GGE
A OEWG LA 35 AR SV AR REAl,  RERE AR %5 [H 1K) 75 22 DL SRR

(1] #kEE. %—Jc. (A EmmrmES D) (BUREPRKR) 2020 55 12 1,
5 44-50 T,

116



BRI 20T

BEr R RS . Y S ULE, AR R A T AROR I A 4% 2 A
HIRIAFETT %, BELUR BT 8. X i A e A [ SR Nk OEWG it
BIZ Y, fEARMEBHEI R vt WRERE . 1T AR S TR
SRR, SRR S E P48 2 L P g ok B SR iEsl, IRmks
[ 7 4 BRI 2% 22 4V PR 32 SRAE A

ISR A 5 X A ARHAEBUR AT R G XIS LM AR BUR
17 R C R O A BRI 2% 22 4 iR PR B A 70 o R A [ 0 246 22 AL 2
AL HE SR 5 AT TS, SRTTICA E A RN S 2 aip AR R
Iz, MR A SAEA R PE LG 5R 51 9177 %575 E GGE A1 OEWG #RZLZA
TSR R 5 I SR AL R A 4 DX IR 2L A — RSB R - 2 OEWG
PoA A1 TGF #RARIIL H Ik 15 [ 9 45 2 i BEAL I b 22 Bl a0 7 5 2030 iR AR
ARG 5 IRFIE. " RIS 45 22 42 VLI B S 1 1 51X
PR AEBURAT AR BT 30, AR TH B 5 B R 46 2 R I
PERRR A -

(=) BERSENEIEZRESE, BRAMELZEIEENL

5 I 25 A1 5 100 2% R B B RV S e 05 1. TR VR S R 4 2 A R
AR WA, EAOIE 5 ANV #R2 E Prtt 2 B3R R oK, 2%
BORVE S SEBL B AT IR A I AR . A 4E g S AT, NRARER IE
A E BB RIOA 2E . AP RALIITIR %4, FaE. FoRaigAm] H#
PERIEE SR I RTR AT AL . W /A RIS @2 87, R
JFil DX 2% 3 ) A R 5, (R A IR 4 2 ) 1) Pl A 2 SR AR O B i i, IR 5

(1] BREERE:  (2021—2025 (5 B AEIE BOR 224 F0AE H A AR B 57 42 30 AR 2
W) , 202348 H 1 H, https:/documents-dds-ny.un.org/doc/UNDOC/LTD/N23/227/58/pdf/N232
2758.pdf?OpenElement.

[2] The United Nations Office for Disarmament Affairs, “Group of Governmental Experts,”
https://www.un.org/disarmament/group-of-governmental-experts/.

[3] Jirg Lauber and Lukas Eberli, “From Confrontation to Consensus: Taking Stock of the
OEWG Process.”

117



CEIBRIAIEIFZE) 2023 44 6 #i

BT RS 5RIM4rhgsdok. U S EBUFRGES (REEER) M5
BSEN, MERIFIRZE, AR5 24 i o

S ST W 2% ZE S [ PR AL, B B I D % 22 A RV A R o X 2% 2 1]
IR RN 22— HOT R AE R TTRERLAR, 2R AT R RIE I REAR. R IR AN
B E LR, SESEIAT RS, SRR R, e LR E SR E
FAT NS - 7 48 2 A TG o To ik i B 0S4 JUE I8~y 15 00, M55
KB [ 4] 298 2 e RV AT R S B BRI 17 2% [ AR S HE S Ve s e i Bl 77 DAL
A DL 2 A 08 A5 2 2 U 2 06, S 3 R I IO 45 2 4 Al 1) Sk [l B TR
JEAT 5 =07 UM S B S A% SERLR, T FEIIRAT B0, DAy A i o0 4 B0l S 4 14
PERAR G . ¥ X MU, KT E A BT sl B PR B
2% 22 AR 0] B BUIR 20 R T RNE LR ) 1) W 45 22 4 [ i e A2

[FiEs4: HEE]

(1] BEF: (MR phoeE W s e tb i R Hsm) ,  (hFEGE %4 2022 F
%6, 69T,

[2] &5 (ERMRZERHRSMEZERERNEGRY , CYHRHER) 2022 45 11
M, % 51-52 T,

118



